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Correlating GSM and 802.11 Hardware Identifiers

e Determine the feasibility of cross-protocol association of GSM
and WiFi identifiers from the same device

e Examine the breadth of protocol layers of each communication
medium

e Use temporal and spatial analysis
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Motivation

e Hardware identifiers are globally unique and do not change
over the lifetime of a device - allows for both tracking and
association of a physical device

e Targeted advertising and statistics gathering 1
e Threat of increased attack vectors 2/ 3. 4

e Use as search and rescue capability

e Law enforcement and forensic analysis
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Previous Work

e Privacy leak analysis of smartphones 1:3.6.7.8,9
o Utilize identified security leaks for cross-correlation
e Constellation analysis of RF devices >

e Our analysis demonstrates the feasibility of using
constellations for cross-correlation
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Background

e The format, structure, and governing allocation authorities of

GSM and 802.11 addresses are different and do not facilitate
trivial association

TAC FAC | Serial No | Check Digit
o GSM - IMEL ryvoocxk 1YY [zzzzzz | A

-— 3 bytes > 3 bytes ————p»

° WI FI — MAC Ad d ress Organisationally Unique  |Network Interface Controller

Identifier (OUI) (NIC) Specific
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Methodology and Data Collection

Protocol Query
Lookups Scripts

Collection
Process
Scripts

DB Upload

Protocol
1 Filtering |
| Scripts :
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Methodology and Data Collection

e Simulated collection of GSM and WiFi hardware identifiers
e 18 mobile devices with GSM and WiFi capability
e To model temporal movement, dataset includes six different
snapshots in time
e Three different locations were simulated to model spatial
movement

e A randomly selected subset of our devices was used for each of
the six iterations
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Methodology and Data Collection

e Test Devices

Count ____|Make ____IModel D

2 Acer Iconia A501 ala
7 Apple iPhone 3GS iPh
1 Apple iPad iPa
1 HTC Hero hH
1 HTC Nexus One hNo
1 HTC Surround T8788 hSt
2 HTC Eng Handset hEh
1 Samsung 17500 sGa
2 Samsung 19250 Galaxy  sGn
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Methodology and Data Collection

‘l

e Two different perspectives

e Limited Adversary — able to observe identifiers only in time
and space

e Advanced Adversary - visibility into the data stream of each
protocol

IEEE
é COMMUNICATIONS MITRE BAE SYSTEMS
==, SOCIETY




MILCOM

gc
\
5

13,

%

Methodology and Data Collection

e Limited Adversary

e Hardware identifier (IMEI / MAC address)

e Temporal (# of times IMEI / MAC pair seen together)

e Spatial (# of locations IMEI / MAC pair seen together)
e Advanced Adversary

e Use of all limited adversary techniques

e User-Agent string in HTTP traffic

e User Agent Profiles in HTTP traffic

e Bonjour

e DHCP / BOOTP
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Methodology and Data Collection

TAC-Derived Info* OUl-Derived Info* UAProf BOOTP

Acer Iconia A501 Ericsson F5521gw Azurewave Tech http://
PCIE support.acer.com/
UAprofile/Acer A501
Profile.xml
Apple iPhone 3GS Apple iPhone 3GS Apple, Inc n/a iPhone3GS-1.local iPhone3GS-1
16GB
HTC Hero HTC Hero HTC Corporation http:// n/a n/a
www.htcmms.com.t
w/Android/Common/

Hero/ua-profile.xml

Samsung Galaxy Samsung 19250 Samsung Electro n/a n/a android-
Nexus Galaxy Nexus cd5db081844aeb9c

*Used IEEE and Nobbi databases
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Correlation

e Correlation problem is bipartite matching — associate observed
MAC addresses with observed IMEIs

GSM IMEIs 802.11 MACs

e Generalize this correlation as an Integer Linear Program (ILP)
that accommodates the different evidence in our datasets as
constraints on the solution
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Correlation

e Let A be the sparse association matric such that Ai,j =1
indicates that TAC i is associated with MAC j. We wish to
maximize the sum of “strong” correlations, subject to the
feasibility constraints that only one TAC may be associated with
one MAC and vice versa.

e The A that maximizes the sum of the evidence provides the
inferred hardware correlations.

o Necessary? Summarize?
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Correlation

e As an ILP, which we express in the MathProg modeling
language and solve using GLPK

e Limited  \riximize >N TyAy+ SijAy

i=1 j=1

SUbjCCt to iAU S 1, iA” S 1

i—1 j=1

* Advanced Maximize iiiCZWkAZ’J

k=1 1i=1 j=1
Subject to ZA” < ]., ZA” < 1
=1 7j=1
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Results
e Limited Adversary 5 1 r . l . .
e Temporal T wl ]
. @]
e Spatial z
(5] 60_ ]
e TAC - QUI 3
.g 40 + ]
2
S 20 il
:
[a¥
0 | | | | |
0 1 2 3 4 5 6

Cumulative Tests

Fig. 4: Devices correctly correlated as a function of time
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Results — Limited Adversary

TABLE III: Results of Temporal, Spatial, Temporal-Spatial TABLE IV: Normal vs. Weighted TAC-OUI Correlation

(T/S), and Weighted Temporal-Spatial (T*5/S) T/S/O T#5/S/0
Temporal Spatial T/S T*5/S iPhl = iPhl iPhl = iPhl
iPhl = iPhl iPhl = iPhl iPhl = iPhl iPhl = iPhl iPh2 = iPh2 iPh2 = iPh2
iPh2 = iPh2 iPh2 = hEhl iPh2 = iPh2 iPh2 = iPh2 iPh3 = iPh3 iPh3 = iPh3
iPh3 = iPh3 iPh3 = iPh3 iPh3 = iPh3 iPh3 = iPh3 iPhd = iPhd iPhd = iPh5
iPh4 = iPh5 iPh4 = hEh2 iPh4 = iPhd iPh4 = iPh5 iPh5 = iPh5 iPh5 = iPh4
iPhS = iPh4 iPhS = iPh5 iPh5 = iPh5 iPh5 = iPhd iPh6 = iPh6 iPh6 = iPh6
iPh6 = iPh6 iPh6 = iPh6 iPh6 = iPh6 iPh6 = iPh6 Ph7 = iPh7 Ph7 = iPh7
S e 4o o iPal = iPal | iPal = iPal
sGnl = sGnl sGnl = iPal sGnl = sGnl sGnl = sGnl :g:; ; :gﬁ; :gﬁ; ; :gz;
sGn2 = sGn2 | sOn2 = hHl | sGn2 = hNol | sGn2 = sGn2 = = m
hStl = hStl hStl = hStl hStl = hStl hStl = hStl
hNol = hNol | hNol =iPh7 | hNol = sGn2 | hNol = hNol hNol = hNol | hNol = hNol
sGal = hHI | sGal = ala2 | sGal = ala2 sGal = ala2 sGal = ala2 sGal = ala2
alal = alal alal = alal alal = alal alal = alal alal = alal alal = alal
ala2 = ala2 ala2 = sGn2 | ala2 = hEh2 ala2 = hEh2 ala2 = sGal ala2 = sGal
hHI1 = sGal hHI = sGal hH1 = sGal hHI = hH1 hH1 = hH1 hH1 = hH1
hEhI = hEhl | hEhl = sGnl | hEhl = hEhI hEh1 = hEhI hEh1 = hEhl hEh1 = hEhl
hEh2 = aN7sl | hEh2 = iPh4 | hEh2 = aN7sl | hEh2 = sGal hEh2 = hEh2 | hEh2 = hEh2
13/18 6/18 12/18 13/18 16/18 14/18
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Results

e Advanced Adversary
e Temporal
e Spatial
e TAC - OUI
e TAC - User-Agent
e TAC - UAProf
e TAC - Bonjour
e TAC - DHCP
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Results — Advanced Adversary
TABLE V: Protocol Analysis with TAC-OUI Correlation

TABLE VI: Results Incorporating User-Agent Data

UA UAProf ouUI Bonjour DHCP T/S/UA T*5/S/UA
iPhl = iPh5 iPhl = iPh2 iPhl = iPal iPhl = hEhl iPhl = iPh5 iPhl = iPhl iPhl = iPhl
iPh2 = iPh2 iPh2 = hEh2 iPh2 = iPh6 iPh2 = iPh7 iPh2 = hEh2 iPh2 = iPh2 iPh2 = iPh2
iPh3 = iPh4 iPh3 = hEhl iPh3 = iPh4 iPh3 = hH1 iPh3 = hH1 iPh3 = iPh3 iPh3 = iPh3
iPh4 = iPh7 iPh4 = hNol iPh4 = iPh2 iPh4 = iPh2 iPh4 = iPh2 iPh4 = iPh4 iPh4 = iPh5
iPh5 = iPh3 iPhS = sGal iPh5 = iPh3 iPh5 = iPh5 iPh5 = iPh7 iPhS = iPh5 iPh5 = iPh4
iPh6 = iPhl iPh6 = iPhl iPh6 = iPhl iPh6 = iPhl iPh6 = iPhl iPh6 = iPh6 iPh6 = iPh6
iPh7 = iPh6 iPh7 = iPh3 iPh7 = iPfl iPh7 = iPh6 iPh7 = iPh6 iPh7 = iPh7 iPh7 = iPh7
iPal = iPal iPal = sGn2 iPal = iPh7 iPal = hEh2 iPal = iPal iPal = iPal iPal = iPal
sGnl = sGnl sGnl = sGnl sGnl = sGnl sGnl = sGnl sGnl = sGnl sGnl = sGnl sGnl = sGnl
sGn2 = sGn2 sGn2 = iPh7 sGn2 = sGn2 sGn2 = sGn2 sGn2 = sGal sGn2 = sGn2 sGn2 = sGn2
hStl = hStl hStl = aN7sl hStl = hEh2 hStl = aN7sl hStl = hEhl hStl = hStl hStl = hStl

hNol = hEhl hNol = iPh5 hNol = hH1 hNol = sGal hNol = iPh4 hNol = hNol hNol = hNol
sGal = sGal sGal = iPh6 sGal = iPh5 sGal = iPh3 sGal = iPfl sGal = sGal sGal = sGal
alal = aN7sl alal = alal alal = alal alal = alal alal = alal alal = alal alal = alal
ala2 = iPfl ala2 = iPfl ala2 = ala2 ala2 = iPfl ala2 = ala2 ala2 = hEh2 ala2 = ala2
hH1 = hH1 hH1 = hH1 hH1 = hEhl hH1 = hNol hH1 = hNol hH1 = hH1 hH1 = hH1
hEh1 = ala2 hEh1 = ala2 hEh1 = hStl hEh1 = ala2 hEh1 = aN7s1 hEh1 = hEhl hEh1 = hEhl
hEh2 = alal hEh2 = iPh4 hEh2 = hNol hEh2 = iPh4 hEh2 = sGn2 hEh2 = aN7s1 hEh2 = hEh2
7/18 3/18 4/18 4/18 4/18 16/18 16/18
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Results — Advanced Adversary
TABLE VII: Results Incorporating DHCP and Bonjour TABLE VIII: Results After Incorporating UAProf Data

T/S/O/B/M T*5/S/0/B/M | T*5/S/0/B*.75/M*.75 T/S/UAProf T*5/S/UAProf
iPhl = iPhl iPhl = iPhl iPhl = iPhl iPhl = alal iPhl = alal
iPh2 = iPh2 iPh2 = iPh2 iPh2 = iPh2 iPh2 = iPh2 iPh2 = iPh2
iPh3 = iPh3 iPh3 = iPh3 iPh3 = iPh3 iPh3 = iPh3 iPh3 = iPh3
iPh4 = iPh5 iPh4 = iPh4 iPh4 = iPh4 iPh4 = iPh4 iPh4 = iPh5
iPh5 = iPh4 iPh5 = iPh5 iPh5 = iPh5 iPh5 = iPh5 iPh5 = iPh4
iPh6 = iPh6 iPh6 = iPh6 iPh6 = iPh6 iPh6 = iPh6 iPh6 = iPh6
iPh7 = iPh7 iPh7 = iPh7 iPh7 = iPh7 iPh7 = iPh7 iPh7 = iPh7
iPal = iPal iPal = iPal iPal = iPal iPal = iPal iPal = iPal
sGnl = sGnl sGnl = sGnl sGnl = sGnl sGnl = sGnl sGnl = sGnl
sGn2 = sGn2 sGn2 = sGn2 sGn2 = sGn2 sGn2 = sGn2 sGn2 = sGn2
hStl = hStl hStl = hStl hStl = hStl hStl = hStl hStl = hStl
hNol = hEh2 hNol = hEh2 hNol = hNol hNol = hNol hNol = hNol
sGal = sGal sGal = sGal sGal = sGal sGal = sGal sGal = ala2
alal = alal alal = alal alal = alal alal = iPhl alal = iPhl
ala2 = ala2 ala2 = ala2 ala2 = ala2 ala2 = ala2 ala2 = sGal
hH1 = hH1 hH1 = hH1 hH1 = hH1 hH1 = hH1 hH1 = hH1
hEh1 = hEhl hEh1 = hEhl hEh1 = hEhl hEh1 = hEhl hEh1 = hEhl
hEh2 = hNol hEh2 = hNol hEh2 = hEh2 hEh2 = hEh2 hEh2 = aN7s1
14/18 16/18 18/18 16/18 12/18
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Results — Advanced Adversary

TABLE IX: Results After Incorporating All Collected Data

T/S/O/U/X/M/B | T*5/S/O/U/X/M/B | T*5/S/0/U/X/M/B*.75 T*5/S/0/U/X/M*.75/B*.75
iPhl = iPhl iPhl1 = iPhl iPhl = iPhl iPh1 = iPhl
iPh2 = iPh2 iPh2 = iPh2 iPh2 = iPh2 iPh2 = iPh2
iPh3 = iPh3 iPh3 = iPh3 iPh3 = iPh3 iPh3 = iPh3
iPh4 = iPh5 iPh4 = iPhS iPh4 = iPh5 iPh4 = iPh4
iPhS = iPh4 iPh5 = iPh4 iPhS = iPh4 iPhS = iPhS
iPh6 = iPh6 iPh6 = iPh6 iPh6 = iPh6 iPh6 = iPh6
iPh7 = iPh7 iPh7 = iPh7 iPh7 = iPh7 iPh7 = iPh7
iPal = iPal iPal = iPal iPal = iPal iPal = iPal
sGnl = sGnl sGnl = sGnl sGnl = sGnl sGnl = sGnl
sGn2 = sGn2 sGn2 = sGn2 sGn2 = sGn2 sGn2 = sGn2
hStl = hStl hSt1 = hStl hStl = hStl hSt1 = hStl
hNol = hEh2 hNol = hEh2 hNol = hNol hNol = hNol
sGal = sGal sGal = sGal sGal = sGal sGal = sGal
alal = alal alal = alal alal = alal alal = alal
ala2 = ala2 ala2 = ala2 ala2 = ala2 ala2 = ala2
hH1 = hH1 hH1 = hH1 hH1 = hH1 hH1 = hH1
hEhl = hEhl hEh1 = hEhl hEh1 = hEhl hEh1 = hEhl
hEh2 = hNol hEh2 = hNol hEh2 = hEh2 hEh2 = hEh2

14/18 14/18 16/18 18/18
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Results — Leaked Identifiers

TABLE X: Applications Leaking Device Identifiers

Android Leaks iPhone Leaks Windows
AutoRun n/a n/a
Assistant SHA1 Assistant Assistant
Classic Simon n/a n/a
Documents To Go 3.0 n/a n/a
Droid Jump n/a n/a
iHeartRadio IMEI iHeartRadio UDID iHeartRadio
KAYAK KAYAK n/a
Moco Chat, Meet, Games IMEI Moco Chat, Meet, Games MocoSpace
Moron Test: Old School IMEI Moron Test: Old School UDID n/a
Moron Test: Section 2 n/a n/a
Paper Toss Paper Toss n/a
Smart Simon MDS5, SHA1 n/a n/a
SmartTacToe SmartTacToe UDID n/a
Starbucks Starbucks n/a
Video Poker MDS5, SHA1 n/a n/a
Video Poker n/a n/a
White & Yellow Pages IMEI White & Yellow Pages White & Yellow Pages
Yellow Pages IMEI, MD5 Yellow Pages Yellow Pages
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Future Work
e Blah
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